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February 16, 2016 
Via U ECFS 

Marlene 11. Dortch, Secretary 
Pederal Communications Commission 
445 12'11 Street S.W. 
Washington, D.C. 20554 

RE: Telefonica USA. T nc. 
Form 499 Filer 10: 824684 
Annual Customer Proprietary Network Information Compliance Certi fication; 
EB Docket No. 06-36 

Dear ls. Dortch. 

Enclosed for riling is the Annual Customer Proprietary Network Information ('"CPNT") 
Compliance Certification; EB Docket No. 06-36. filed on behalf of Telefonica USA, Inc. 

Please do not hesi tate to contact me at 407-260-10 11 or mark(c1),csiloqg_wood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this filing. 

cc: Telefonica USA, lnc. 
rile: Telefonica USA, Inc .. - PUC - FCC 
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February 16, 20 16 
Via us Ecrs 

Marlene 1 r. Dortch, Secretary 
Federal Communications Commission 
445 l2111 Street S.W. 
Washington, O.C. 20554 

RE: Telefonica USA, Tnc. 
Fo1m 499 Filer ID: 824684 
Annual Customer Proprietary Network Infonnalion Compliance Certification; 
EB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for filing is the Annual Customer Proprietary Network Information ("CPNl") 
Compliance Certification; EB Docket No. 06-36, filed on behalf of Telefonica USA, Inc. 

Please do not hesitate to contact me at 407-260-1011 or mark(ci),csilongwood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this filing. 

Sincerely, 

Mark G. Lammert, CPA 
Tax Preparer for Benchmark Communications, LLC 

cc: Telefonica USA, Tnc. 
file: Telefonica USA, Inc.- PUC - FCC 



I. II is l'dcliinka l JSA. Inc (hcreallcr referred to as ·•I delon1cu .. ) polic) not lo use CPNI 
for all) activit) other than permitted by law. /\n} disclosure of CPNI Lo other panics 
(such a~ alfiltatcs, vendors, and agents) occurs only 1f it 1s necessary to conduct a 
legitimate hw,incss acti\ity related to the sel"\ices a lready pro\.1ded by the compatt} to the 
1.:ustomcr If the Company is not required by la"' to disclose the CPNI or if the intended 
use docs 1101 fall within one of the carve outs. the Company wi ll first obtain the 
1.:ustomcr's con:-.cnl prior to using CPNI. 

") -· I clcfi.nm:a follows industry-standard practices to prevent unnuthori7cd access to CPNI by 
a p1.:rson other that the subscriber or I clcfonicu. I lo\\ ever. rclcfonica cannot guarruttec 
that these pn.1ct1ces will prevent every unauthorized attempt to access. use. or disclose 
personall} 1dcn1ifiablc information. Therefore: 

t\. If an un.1uthori7cd disclosure \\.ere to occu1. r clcfonica shall provide notilication 
of' the hreach \'> llhin SC\Cn (7) days lo the llnuc<l States Secret Service ("'USSS"') 
:rnd the rc<lcral Bureau or lnvcsttgation ("FBI .. ) 

B. I dcfonica shall wait an a<ldi11onul seven (7) days from its go,ernment notice 
p1-ili1 lti noti fymg the affected customers of the breach 

( :\utwllhstanding the provisions in c;uhparagraph B above, Tdcfonica shall not 
\\,1il the additional seven (7) days lo notify its customers if" folcfonica detennmes 
there.: 1s an immediate risk of im:parahlc harm to the customers. 

D. I ckfon1ca shall muinlam re<.:ords or <li-;covc.:rcc.l breaches for a pcriu<l or Ul least 
1wo {'1) years. 

1. •\II cmplo\ees \\.ill be trained as tu \\hen they arc. und arc 1101, authori1cd to use CPNI 
upon cmplo) mcnt with the Company and annually thercnncr 

A ~pccilic.illy, Telefonica shall prohibit its pc1sonncl from releasing CPNI based 
upon a customer-initiated telephone call cxlcpt under the following three (3) 
circumstances: 

I. 

., 

J 

\\hen the customer has pre-established a password. 

\\hen the information requested b) the cwaomcr 1s lo be sent to the 
l'UStomcr's address of record. or 

\\<hen 1 elcfonica calls the customer"s tdcphonc number of record and 
discusses the infom1ation v.1th the party mitiall) identified by customer 
\\hen service was initiated. 



B. I cld'nnica may use CP'\JI for the follo\\ ing. purposes: 

• To initiate. render. maintain. repair. hill and collect for services: 
• fo protect its property rights: or to protect its suhscr 1bers or other carriers 

I rnm fraudulent. abusin· . or the unluv. ful use oC or subscription to. such 
scr\: ICCS 

• fo prO\ 1dc inbound telemarketing. referral OI J(JininistraliVC Ser\ ICeS to 
t11c customer during a customer initiated call and with the customer"s 
1 lfonne<l consent. 

• Jo marJ...et additional scr. ices to customers that an: within the same 
ratcgorics of scr.·icc to which the customer already subscribes, 

• Io market services formcrl)' known as adjunct-to-basic services; and 
• To market additional services to customers with the receipt of infom1cd 

1.·onscnt \ ia the USC of Opt-in Or opt-out. US appl icablc 

.t. Prior lll ullu\\'ing access to C ustomcrs' imli' ic.Juull) idcnll liuble CPNI to relcfonica · s 
joint \Cllturcrs nr independent contractont, Telefonica '"ill require. m order to safeguard 
thut infonnati{1n. their cntf) into both conlidcnllality a •rccmcnts that ensure compliance 
"ith this Statement and shall ohtain <'pl-In <.:onscnt from a customer prior to disdosmg 
the information. In addition. Telefonica requires all outside Dealers and Agents to 
.1ckn<1wlcdge and i.;crtify that they may only use CPNI for the purpose for which thut 
infon11:111nn has hccn provided 

5. I clt'lunica rl·quircs express written authorization from the custorm:r prior to dispensing 
( P\J I to ne" carriers. except as othcrn ise required hy hm. 

6. I clcfonka dues not market, share or othe~vise sell CP'\i I information to an; third part) 

7. I clel'om\.a lll•tintains tl record of its O\\ll and its affiliates' suks and marketing campaigns 
that use I clclonica's customer<.;' CPl\I The record will include a description of each 
campaign. till' -.pcci fie CPN I that \\as used in the c.11npaign. and '"hat products and 
!'>Crvicco; \\.CIC ollcrcd ao; part ol the campaign. 

t\ . Prior Clltnmcncemcnt of a sales or murketing campaign that u1ili1c'\ CPNI. 
'I clcl(u1i1..:a c-.1c1blishcs the status or u customer's CPN I apprnval. The folllm 111g 
sets fortl the procedure followed hy Tclcl(mica. 

• Prior to an) solicitation for customl!r .1pproval. 'I clclonica '"ill notil)' 
customers of their right to rcstrkt the use of. disclosure of. and access to 
their Cf>\;I. 

• '1 l lcfonka \\ill USC Opl-ln approval for any instancl.' in which l'clefonica 
mus1 ohtain customer Jppnl\'al prior to using, Jisclosing. or pcm111ting 
access to CPNI 

• 1\ l:Ustumcr·s appro\lll or disapproval n.:maim. in clli.:ct until the custornl!r 
r~ vokcs or limits such approval or disapproval. 



• Records of approvals arc maintained for al least one year. 
• I elcfonica prm ides indi\ iJual nolH.:c to customers when soliciting 

tpproval to u..c;c, disclose. or permit access to C PNI 
• I he content of 1 elcfon1ca's CPNI notices comply \\Ith ITC rule 64.2008 

( \,.) 

R. I clcfonica has implemented a system to obtain approval and infonncd consent from its 
customers prior to the use of CPNI for marketing purposes. This systems allows for the 
status ot a customer's CPNI approval LU be clearly cst~thlishcd prior to the use of CPNI. 

<>. I dcfo111cu has a supervisory review process regarding cornpliuncc \.Vi th the CPNI mies 
fo1 outbound marketing situations and will maintain compliance records for al least one 
}cat. ~pccilically, Tclefonicas' sales personnel will obtain expr\!ss approval of any 
proposed outhound marketing request for customer approval of the use of CPNl by The 
(icncral C'mmsd nfTckfonica 

10. I clcfnnica nntilics customers immediately of any account changes. including address of 
rccon.l. au thcnt1~ution. online accoum and password rdatcd changes. 

11 . l'ckfoni<..1 nHl) negotiate ahemativc aulhcnucution procedures for services that 
rdclorm .• 1 pro\ ides Lo business customers that have a dedicated account representative 
and a contract that spccificaJI) Jddrcsscs Tclcfonicas· protection of CPNI. 

12. I dcfonil.:.1 is prepared lo prO\'Jdc written notice within five husincss days to lhe rec of 
.m) mst mcc ''here the opt-in mechanisms do not \\Ork properly to such a degree that 
consumer's inuhility to opt-in is more than an anomal:v . 



Al\'\l \L ·'7 C.t . I~ ~ : 64.2010 (c) CP~ l CFRTIFICAT IO FOR 20l<l 
Ell r>ockct 06-.16 

Dale FileJ: l \:hr U:U) 9. 20 I ( 
Nmnc ot"Compan): Tdcfonica ",\.Inc. 
ronn 499 rilcr JD tP-1684 
1'.umc ol 'iignaltlr) t\111.:hncl Rodriguc1 
I Ille ol \1gnatory: ~cnrnr I a\ \nal) st 

I. \111.:had Rodnguc/, ccnily Lh ll I am an officer of the compan) numctl ubo\'c. and acting as an 
agL·nt ol the com pan). that I ha\ c personal kncm ledge thut the company has cstahlishc<l 
opcruting proccdmcs that arc adequate to ensure compli.mcc "ith the Commission's C'PNI rules. 
'-ICL 4 7 ( r .R. &6·1.200 I el H!'f 

Attut.:hcd to thi s ccrtillL.ition is ,m .iccompa1n.ing statement C"<plaining hem the comp:tn) 's 
proccJun.:s ensure th,11 the comp<Hl) 1s 111 compliance \\ith the requirements set fo rth 111 section 
64 1()01 l'I. ,\'L't/. ol'thL' Commission's rules 

·1 he company has nnt takcn any actions I proceedings instituted (lr pclttmns lilc<l hy a company at 
eilher st.lie com111issium •. the cu11rt system or .ll the Commission against data brokers) against 
uatu hro~crs in the past ~car. l'hc steps the company hus wkcn to protect CPNI include updatmg 
its CP?\I pract11.:cs a11J procc<lun.:s and concJuc11ng nc\\. training <lesignc<l to ensure compliance 
\\1th the ICC's 11wJilicl CPNI uks 

The company has not n:cc1vcd <Ill)' customer complaints in the past year concerning the 

:::::~:"Jf:i:~PllcL J y 


